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1 Purpose 

1.1 This policy refers to any paid staff or volunteers with access to a Proud2Be 
email account.  

1.2 Where the word ‘worker’ is used it should be taken to mean any person who 
carries out tasks on behalf of Proud2Be, whether paid or unpaid. 

1.3 The purpose of this policy is to detail the rules of conduct for all workers of 
Proud2Be who use email during their work commitments. This email policy 
applies to the purpose of sending or receiving email messages and 
attachments and relates to anyone with access to a Proud2Be email service.  

1.4 This procedure does not form part of any employee's contract of 
employment and we may amend it at any time. 

2 Prohibited email use 

2.1 Workers should primarily use Proud2Be email systems for business-related 
purposes. Proud2Be discourages workers from receiving personal emails as it 
is deemed unprofessional, unproductive, and unsafe.  

2.2 Therefore, Proud2Be prohibits: 

2.2.1.1 Excessive personal use of email. 

2.2.1.2 Conducting other business using a work email account. 

2.2.1.3 Using a work email address for shopping or access to online 
services such as eBay or PayPal. 

2.2.1.4 Sharing of inappropriate or illegal content such as offensive jokes. 

2.2.1.5 Using an email address for gambling or other paid-for services. 

2.2.1.6 Engaging in illegal activities. 

2.2.1.7 Encrypting personal emails and attachments. 

2.2.1.8 Workers from allowing other people to access their email account. 

3 Acceptable use 

3.1 Proud2Be workers are allowed to use email for work-related purposes 
without limitations.  

3.2 Acceptable use of the email includes: 

3.2.1 Communication with other Proud2Be workers about work-related 
content. 

3.2.2 Communication with current or prospective service 
users/customers/families etc. 

3.2.3 Logging into work-related software they have legitimate access to 
for work-related tasks. 

3.2.4 Giving work email addresses to people they meet for Proud2Be 
business purposes. 

3.2.5 Signing up for newsletters, platforms and other online services that 
will help with Proud2Be roles or professional growth. 
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4 Email security 

4.1 Email is a common gateway for hacker attacks, confidentiality breaches, 
viruses, and other malware. These issues can compromise Proud2Be's 
reputation, legality, and security of equipment. 

4.2 Workers must: 

4.2.1 Make sure they are using a secure Wi-Fi connection. Do not use a 
public Wi-Fi connection which can put personal data at risk. 

4.2.2 Remember passwords and not write them down. 

4.2.3 Do not change your work email account password. If you are having 
issues accessing your account, or suspect your account has been 
compromised, please contact your line manager to request a 
change of password. 

4.2.4 Use the BCC (blind carbon copy) feature when emailing more than 1 
person at a time. This allows you to hide recipients in email 
messages. 

4.2.5 Take care when working remotely, ensuring the devices you use are 
as secure as the equipment you use in the office. 

4.2.6 Be mindful of their surroundings. If working in a public place other 
people can see your screen. 

4.2.7 Do not leave laptops unattended and store them securely when not 
in use.  

4.2.8 Lock your screen when away from your desk. 

4.3 To remain vigilant and avoid emails which may contain malware or phishing 
attempts, workers should: 

4.3.1 Avoid opening attachments and clicking on links when content is 
suspicious. 

4.3.2 Not click on ‘clickbait’ titles. 
4.3.3 Check emails and names from unknown senders to ensure they are 

legitimate.  

4.3.4 Look for inconsistencies or style red flags (e.g., grammar mistakes, 
capital letters, excessive number of exclamation marks).  

4.3.5 Keep anti-malware and anti-virus software up to date on laptops 
and computer equipment. 

4.4 Proud2Be requires access to work email accounts at all times to ensure 
continuity and compliance with safeguarding protocols. 

4.5 Routine monitoring of email accounts may be conducted as part of our 
safeguarding processes. This monitoring will be limited to work-related 
purposes, ensuring the privacy and dignity of all workers are respected to the 
fullest extent possible. Workers will be informed of monitoring processes and 
any related outcomes in a transparent manner where applicable. 

4.6 Workers should report any suspicious emails or potential security breaches 
immediately to their line manager. 
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5 Sharing personal data and confidential information 

5.1 Proud2Be holds confidential and personal information, and we have a duty of 
care to ensure this remains secure. 

5.2 Proud2Be workers with access to email should: 

5.2.1 Always use the initial of the service user’s first name when 
talking/sharing information about them with Proud2Be co-workers 
and professionals from outside agencies  

5.2.2 Not share personal information in the form of a list or as an 
attachment via email. 

5.2.3 Encrypt emails containing sensitive information so that it offers extra 
protection. Workers can sign up to https://reader.egress.com/ for 
free using their work email.  

5.2.4 Use a password-protected online storage system (Google 
Drive/Documents/Form/Sheets etc) to share access to personal 
information.  

5.2.5 Only share confidential information with the relevant Proud2Be 
workers. 

6 Disciplinary action 

6.1 Workers who do not adhere to the present policy will face disciplinary action 
up to and including termination. Example reasons for termination are: 

6.1.1 Using Proud2Be email addresses to send confidential data without 
authorisation. 

6.1.2 Sending offensive or inappropriate emails to our service users, 
contacts, stakeholders etc. 

6.1.3 Using Proud2Be email for illegal activity 

7 Definitions 

7.1 Encryption: A method of protecting information by converting it into code, 
accessible only to those with the correct password or key.  

7.2 Phishing: Fraudulent attempts to obtain sensitive information, such as passwords 
or financial details, often via email.  

7.3 Clickbait: Content designed to attract attention and encourage clicks, often 
misleading or sensational in nature. 
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